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Use Case

e next meeting to

highlight and ¢
Y >What do you think happened next?
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A Complex Market in Continuous Evolution...

Bank of Ameri
CI,ﬁ Financial EQUIFAX 148 Million
\ ~ Retail Target 110 Million
"JPMorqal

Health Care Anthem 79 Million
y Financial JP Morgan/BofA TD Banks 83 Million
Total People Affected 420 Million
US Population 329 Million

CHANCES ARE, YOU BEEN AFFECTED!!!

Data as of 10/2018

Consult m TARGET B E A U TY
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BreachlevelIndex.com

DATA BREACH STATISTICS

DATA RECORDS LOST OR STOLEN SINCE 2013

1,871 78671098 ) Q|6
.I."I',IJ.I,UJ.U'LUU

O,
ONLY 4 /o of breaches were “Secure Breaches” where encryption was used and the stolen data was rendered useless.

DATA RECORDS ARE LOST OR STOLEN AT THE FOLLOWING FREQUENCY

i & ®

O EVERY DAY EVERY HOUR EVERY MINUTE EVERY SECOND
6,096,776 254,032 4,234 /1
Records Records Records Records Q
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Small Business Vulnerability

; Statistics compiled by the National Cyber
almost 50 /0 Security Alliance paint a disturbing portrait
of small business vulnerability:

OF SMALL BUSINESSES m
HAVE EXPERIENCED more than

CYBER ATTACK 700/0

| OF ATTACKS TARGET

SMALL BUSINESSES

- p—
= —

i

e 60%

\_< -
2 5 f_'m OF SMALL AND MEDIUM SIZE

iC

BUSINESSES THAT EXPERIENCE
r A DATA BREACH GO OUT OF

LE

J) BUSINESS AFTER SIX MONTHS
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more than

13%

OF EMPLOYEES LEAVE THEIR
COMPUTERS UNSECURED ¢

National Cyber Security Alliance

40% Emplovee records compromised
35% Customer records compromised
2T% Business email compromise

I p— 24% Loss or damage of internal records

21% Brand/reputation compromised

21% Ransomware implanted on systems




T

o
)
2

B 5 o RS

w += O D (o]

O o ‘g X 2

o < Y

- pq o

q o) O

e

dq D

= Q

R . =

St ™ o n

B £ o

) %)

17 c

()

S

(o]

2

X

N

o

How can Al be Dangerous?

ferences in

hree leading machine learning con

2017(2).
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What about Third Party Vendors Risk Management

* Manufacturing
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Survey Question

™

O Strategic

Source: IIARF Research Report: Closing the Gapsin Third
Party Risk Management

o Technology
Vendors
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* Technology is used everywhere

* Technology is vulnerable

* Attackers use vulnerability that
complacent to this2 become threats

Are we becoming

* Autonomous Automobiles

* Medical records
* Medical devices
* Electronics at Home

* Tactical & Cyber War:
* Electrical Power Plants

* Utilities

* Products that use software
* Financial Institutions

* Infrastructure
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Survey Question

2sent risk to any

‘ " . . ”
o Uniore organization.” (2)
O
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A key element on risk e Exposure (Data Breaches)
management is understanding ¢ Vulnerability of the
Exposure & Vulnerability: information (How visible
are you?)

e Access Rights and Hierarchy

People e Users, Administrators,
Developed (Limiting Access)

e Change password
® Google search yourself

O T
. ry not to use personal
Personal Security information

® Change your credit cards
e Background check yourself
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What is the common
element?

Each of the technologies built started out as
a

Project!

...And who is the main person responsible for
the Project?
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Project Manager

AAAAAAAAAAAA

j SOLVE PR@BLEMS

YOU DON'T KNOW YOU HAVE
IN WAYS YOU CAN'T UNDERSTAND
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Survey Question
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Project Manager vs. Cyber Security Manager

Project Managers identify success in

the form of project success and
stakeholder satisfaction

PM ensure the scope of the plan is
well understood

PM gather requirements to develop
the application

PM monitor projects using the triple
constraints

PM are normally professional and
organized to complete the project
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CMS identify success by
identifying all the vulnerabilities
and threats

CMS determines the scope of the
plan based on infrastructure needs

CMS gather requirements to
detect and prevent vulnerabilities

CMS integrate tools to monitor the

pulse of the infrastructure

CMS have identical traits and a
“knack” to get information that is

not privy to get the job done.
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What about PMBOK® 2

: s > Monitoring and
2 W Initiating Planning Executing Controlling Closing
c 4.10evelop Project |4.2 Develop Project Management | 4.3 Direct & Manage Project | 4.4 Monitor & Comrol
4. Integration Mgmt Chartes Plsn Vork Project Vork 4.5 Close Project
5.1Plan Scope Management .
56 M 5.2 Collect Requirements 5.5 Yalidate Scope
S s oma 5.3 Define Scope 5.5 Control Scope
5.4 Create WBS
6.1Plan Schedule Management
6.2 Define Activities
6.3 Sequence Activities
6. Time Mgmt 64 Estimate AotivRy Resources 6.7 Control Schedule
6.5 Estimate Aotivity Durations
6.6 Develop Schedule
71Plan Cost Management
7. Cost Mgmt 72Estimate Costs 74 Control Costs
7.3 Determine Budget
8. Quality Mgmt 8.1P1an Quality Management . bt 8.3 Cantrol Quality
92 Acquire Project Team
:. Human Resource :;:Im Hn;l:;v\ Resource 93 Develop Project Team
gmt g 4.4 Manage Project Team
10. Communications 101 Plan Communécations . |10.3Control
10.2 Manage Communications :
Magmt Management Communications
11Plan Risk Management
1.2 Identify Risks
11. Risk Mgmt 11.3 Perform Qualitatitve Risk 1.6 Control Risks
Analysts
114 Petform Guantitative Risk
12,3 Control 124 Close
12. Procurement Mgmt 121Plan Procurement Management | 12.2 Conduct Prourements AT Placsirasnis
13.1 Identify 133 Manage Stakeholder 13.4 Control Stakeholder
13. Stakeholder Mgmt Stakeholders 132 Plan Stakeholder Maangement Engagement Engagement
X 14.1 Analysis and - 16.3 Perform Security H.4 Monitor and Control
M. Security Mgmt st Assessmant| "2 P10 Security Managems Assuance Security Vulnetabilties
®


https://www.projectmanagement.com/profile/NilanjanKar/

Project Manager — What Not To Do

* Lack of experience as a project manager
— If something doesn’t feel right, ask and
document

e Don’t talk too much — Listen more

* Too much focus on the triple constraints -
Often overshadows security risks

Poor communications, motivators are not

self assured
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Guard Your Projects

& Project Plan

* Understand your risl Jroim plmen'ra'rions

* Third Party Vendors: What is the contract like? Incident Reporting
@
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AWARENESS COMMUNICATE TRANSPARENCY SOCIETY

—

Tune your Radar to People and Situations
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Whole Body Decision
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